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Kommunikdciés rendszerekben gondolkodunk

Adatvédelem a VolIP halézatban

Tdzfalak mogott... biztonsagban?



A biztonsagral...
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TOP SECRET/JCOMINTHREL TO USA, FVEY

(TSHSINREL) JETPLOW is a firmware persistence implant for Cisco PIX Series and

ASA (Adaplive Security Appliance) firewalls. It persists DNT's BANANAGLEE
software implant. JETPLOW also has a persistent back-door capability.

JETPLOW

ANT Product Data
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Command, Control, and Data Exfiltration using
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Target Network
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(TSHISIIREL) JETPLOW Persistence Implant Concept of Operations

ONT payieas

(TSHSIIREL) JETPLOW is a firmware persistence implant for Cisco PIX Series and
ASA (Adaptive Security Appliance) firewalls. It persists DNT's BANANAGLEE
software implant and modifies the Cisco firewall's operating system (OS) at boot
time. If BANANAGLEE support is not available for the booting operating system, it

can install a Persistent Backdoor (PBD) designed to work with BANANAGLEE's
communications structure, so that full access can be reacquired at a later time.
JETPLOW works on Cisco's 500-series PIX firewalls, as well as most ASA firewalls
(5505, 5510, 5520, 5540, 5550).

(TSIISWREL) A typical JETPLOW deployment on a target firewall with an exfiltration
path to the Remote Operations Center (ROC) is shown above. JETPLOW is

remotely upgradeable and is also remotely installable provided BANANAGLEE is
already on the firewall of interest.

Status: (C//REL) Released. Has been widely deployed. Current Unit Cost: $0
availability restricted based on OS version (inquire for details).
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Dated: 20070108
Declassify On: 20320108
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Tényleg biztonsagban vagyunk?
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Kockazati forras is lehet

 |P telefonok megjelenése

* Elony:
- Strukturalt kabelezésen keresztul hasznalhato
- Z0ldmez6s beruhazasnal rentabilisabb

- Telephelyek ingyenes O0sszekottetése a meglévo IP-s
kapcsolaton keresztul

« Hatrany: Biztonsagi kockazat!
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LAN kockazatok

* A halozati eszk6zok nem menedzselhetéek
« Biztonsagi beallitasok hianya

+ Atelefonkozpont kozvetlenul az internetre kapcsoladik, és elfogad direkt IP hivasokat
« Az IP telefonok egy halézaton a szamitogépekkel

« Titkositas hianya

Eredmény:

Lehallgathatova valnak a telefonbeszélgetések!

iﬂYoung



Demo halozat felépitése
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Elokeszito lepesek — 1.

#1 Monitorozas

(Untitled) - Wireshark
File Edit View Go Capture Analyze Statistics Telephony Tools Help

BEaee 2800= X000 %0 Footemstpdets B @8 9% 8

Filter: ‘ - Expression...| Clear Apply
No.. |Time | Source | Destination | Protocol | Info

1 0.000000 Palmmicr_57:20:2f Broadcast ARP Who has 192.168.1.17? Tell

2 0.999936 Palmmicr_57:20:2f Broadcast ARP Who has 192.168.1.17 Tell

3 2.145768 fe80: :3cch:91bc: 1608: ff2::c SSDP M-SEARCH * HTTP/1.1

4 2.999808 Palmmicr_57:20:2f Broadcast ARP Who has 192.168.1.1? Tell ‘[
«] Il [em]

» Frame 1 (60 bytes on wire, 60 bytes captured)

~ Address Resolution Protocol (request)
Hardware type: Ethernet (0x0001)
Protocol type: IP (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (0x0001)
[Is gratuitous: Falsel]
Sender MAC address: Palmmicr_57:20:2f (00:09:45:57:20:2f)
Sender IP address: 192.168.1.100 (192.168.1.100)
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
Target IP address: 192.168.1.1 (192.168.1.1)

b Ethernet II, Src: Palmmicr_57:20:2f (00:09:45:57:20:2f), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

oeoo ff ff ff ff ff ff 00 09 45 57 20 2f 08 06 00 01
0010 08 00 06 04 00 01 00 09 45 57 20 2f c0 a8 01 64
0020 00 00 00 00 00 00 cO a8 01 01 00 GG 00 GO 00 6O

O[ Frame (frame), 60 bytes || Packets: 4701 ISispi‘ayed: 4701 Marked: 0 Dropped: 0
" s@Eg R ¥ | = root@bt [5] 2 @ Mozilla Firefox [ (Untitled) - Wireshark

Young
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ElOkeszito lepesek — 2.

#2 Nyitott portok
keresese

Starting Hmap 5.350C1 [ hitp://nmap.org | at 2010-09-07 10:02 EOT
Failed to resolve given hostname/IP: sn. MNote that you can't use "/mask' AND '1-4,7, 108-' style IP ranges
Initiating ARP Ping Scan at 10:02

Scanning 192.168.1.101 [1 port]

Completed ARP Ping Scan at 10:02, 0.01s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host, at 10:02

Completed Parallel DM5 resolution of 1 hest. at 18:02, 13.00s elapsed
Initiating SYN Stealth Scan at 10:02

Scanning 192.168.1.101 [l000 ports]

Discovered open port 23/tep on 192.168.1.101

Discovered cpen port E@/tcp om 192, 168.1.101

Discovered open port 5060/tcp on 192.168.1.101

Completed S¥YM Stealth Scan at 10:02, 1.39s elapsed (1800 total ports)
Mmap Scan repert for 192, 1€8.1.101

Host is up (0.013s latency).

Mot shown: 08T ~lna=ad ports

FuHT STATE SERVICE

23/tcp  open telnet

goftcp  opan http

5060/tcp open 1

rntAddress: :09:45: 5705 :BC (Palmmicro Communications)

101
254 IDI.ILJIJI‘I .
et T ,,”“

1773

Read data files from: /usr/share/nmap
Mmap done: 1 IP address (1 host up) scanned in 14.48 seconds
iaw packets sent: 10068 (44.336KB) | Rewd: 1601 (40.040KB)

= Shal
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ElOkészito lepesek — 3.

#3 ARP poisoning

ARP Poison Attempt

e
lil b, ! Dynamic ARP Table Entries: ,
MAC A on Port 1

Hi, Host MAC B on Port 2
| Am MAC B
Attacker
Port1
jm =

ARP Poison Attempt
Hi, Server
| Am MAC A




Sikeres tamadas
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a Marvell Gigabit Et
Ele Edit View Go Capture Analyze Statistics Telephony Tools
SeAN BEEXRE AT

Filter: [

|~

No. - | Time Source

# Frame 5209 (214 bytes on
» Ethernet II, Src: Palmmi

34 135 136 137 138 139 140

sitter buffer (me) (S0 [ [usertPtimestamp | Decode | [ oo | [ s |[ o || gese |

[

Detected 3 VoIP Calls. Selected 1 Call.

Internet Protocol, Src:
user Datagram Protocol,

Ismt Time Stop Time Initial Speaker From To Protocol Packets State Comments.

69.817 70.067

0000 00 14 Ob 42 db 57 00

sl 2611 65.254  192.168.1.107 5ip:60026192.168.1.1( 5ip:60010192.168.0.1  SIP 46  COMPLETE
} REII=TiRe: TN ans porTiFro 152.168.1.107 5ip:60028192,168.1.1( s5ip:60018192,168.1.1¢

S1P 20 CANCELLE

I: 3 k C d 124 jected 2
%58 gggﬁg;{’gg%gg Total: Calls: 3 Start 0 calls: 2. calls: 6
1 e [<
10030 31 4d 36 8a 26 €5 e [ Prepare Fiter | [ oo | [ pever | [ seleamn | [ o |
0040 dé S5 50 56 57 di dd
ONSN _ r2 st #S el #I ,T e~ FT T PR R R FT FT FT FY
O Marvell Gigabit Ethernet Controller (Micr... | 5555 D 5555 ) [ Profle: Default

G @ @ @ | Peomacc-w. |

|| @) ovamentans -wac.. || e comen... || . spor: iekapxs... || @ reyirapcsost-na.. | g R O Q@RD 2652
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ARP poisoning
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Hogyan vedekezzunk

Az IP telefonok forgalmat kulonitsuk el a

belsd haldzattol
Az IP alkdzpontot tizfal mogé telepitsuk!

SIP TLS és SRTP tamogatott eszk0zok

hasznalata
Folyamatosan figyeljuk a halézatunkat

Védjuk meg a halézatunkat!
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Enterprise SBC
‘ UNI SBC
( Operator
. Operator '
4
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Az SBC felhasznalasa I.

1. Biztonsag
DoS védelem
Topoldgia elrejtése
Védelem modositott csomagokkal szemben
Titkositas
2. Kapcsolat
NAT is helyettesithet6
SIP normalizalasa
VPN kapcsolat
*  Protokoll transzlacio

Session Border Controller/Smart Proxy

Public Address Space

Client A
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3. QoS
« Forgalom szabalyozasa
«  Er6forras allokacio
« CAC - SIP eréforras foglalas

4. Szabalyozas
 Veészhivas biztositasa
« ToOrvényes adatmentes

ﬁj Young 16



5. Szolgaltatasok

. DTMF atvitel biztositasa a
halozatok kozt

 Media transzkoddolas elvegzése

«  Hangok és hangbemondasok
bejatszasa

«  Adat- és faxatvitel ,kozvetitése”

. Hang- és videdhivasok =
tamogatasa

E\j Young



Patton SmartNode 5480 - SBC

64 egyidejii VoIP beszédcsatorna IP access router / routing
. VoIP transzkodolas . DHCP kliens és szerver
. SIPv2 jelzésvaltas . RIP v1/v2
. H.323v4 . BGP
. Tazfal
. NAT / NAPT
. Access Control List
. VRRP
. Policy Based Routing
. DMZ

. IP Sec VPN

4 Internet Telephony
Service Provider

;;g‘ : ‘\--“

LAN to WAN QoS Routing & Se

SmartNode 5480

18
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Patton SmartNode 5480 - SBC

* QoS

Hang priorizalasa
Traffic management

« Shaping

« Policing

VLAN tagek modositasa
IEEE 802.1p

IEEE 802.1Q Provider

Softswitch

DownStreamQoS ™ 055/855

_ | ——S |
T0S - = WAN VolIP =1 |
Diffserv =
__ SmartNode 5400 WAN Backbone
\w_-#
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Koszonom a figyelmet!

KOMMUNIKACIOS RENDSZEREKBEN GONDOLKODUNEK




